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Fapolicyd Framework
● Fapolicyd - File Access Policy Daemon
● Lightweight
● RPM integration

○ rpm backend
● Audit/Syslog support

○ can be fine tuned by syslog_format option
● Fanotify API consumer
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How Does It Work?
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Fapolicyd Daemon
● Execution policy enforcement point
● Based on Rules & Trust
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Rules
● First match wins
● Shipped snippets in /etc/fapolicyd/rules.d/
● Need to use fagenrules after any change of the ruleset

● Subject/Object notation like SELinux
● Decision Permission Subject : Object

○ Decision
■ allow, allow_syslog, allow_audit
■ deny, deny_syslog, deny_audit

○ Permission
■ open
■ exec
■ any

7



Trust
● /etc/fapolicyd/trust.d/
● /etc/fapolicyd/fapolicyd.trust

● Ability to specify trusted software
● Managed by CLI
● RPM considered as a trusted source
● It can be specified in both subject and object side of the rule

○ trust=1
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Ruleset Example

1. allow perm=open all : ftype=application/x-sharedlib trust=1
2. deny_audit perm=open all : ftype=application/x-sharedlib

3. allow perm=execute all : trust=1

4. allow perm=open all : ftype=%languages trust=1
5. deny_audit perm=any all : ftype=%languages

6. deny_audit perm=execute all : all
7. allow perm=open all : all
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Ruleset Example
# allow only trusted shared libraries and deny untrusted

1. allow perm=open all : ftype=application/x-sharedlib trust=1
2. deny_audit perm=open all : ftype=application/x-sharedlib

# allow to execute everything trusted

3. allow perm=execute all : trust=1

# allow scripts

4. allow perm=open all : ftype=%languages trust=1
5. deny_audit perm=any all : ftype=%languages

# catch all rules

6. deny_audit perm=execute all : all
7. allow perm=open all : all
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Installation Of Fapolicyd For Fedora Linux
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● sudo dnf install fapolicyd
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Starting Fapolicyd
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● fapolicyd --debug
○ all the debug info
○ allow and deny events

● fapolicyd --debug-deny
○ only deny events

● systemctl enable|start fapolicyd
○ usual way how to run fapolicyd in production



Starting Fapolicyd In Debug Deny Mode
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Execution Of Untrusted Software (Scenario 1)
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With Fapolicyd On
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With Fapolicyd Off
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Key Results (Scenario 1)
● Fapolicyd will prevent an execution of untrusted files on the system 



Altered Binary (Scenario 2)
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With Fapolicyd Off
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With Fapolicyd On
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Enabling Integrity Mode For Fapolicyd
● Ability to check whether file content is expected
● Can be

○ none
○ size
○ sha256
○ ima

● sed -i 's/integrity = none/integrity = sha256/g' /etc/fapolicyd/fapolicyd.conf
● restart
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Enabling Integrity Mode For Fapolicyd
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Key Results (Scenario 2)
● Daemon does not use integrity by default
● Without integrity there is no detection of changed/altered files



Execution Via Dynamic Linker (Scenario 3)
● /usr/lib64/ld-linux-x86-64.so.2
● Binary and library at the same time
● Takes argument and executes it
● One way how to hide execution

● /usr/lib64/ld-linux-x86-64.so.2 /usr/bin/something
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With Fapolicyd On
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With Dynamic Linker
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Make sure it is 
commented #
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With And Without Dynamic Linker
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Key Results (Scenario 3)
● Make sure ld_so pattern is enabled
● Without that the daemon can be easily tricked



Other Patterns
● Normal

○ Normal execution of dynamically linked binary
● Static

○ Execution of statically linked binary
● Ld_preload

○ Execution with LD_PRELOAD set in environment
● Ld_so

○ Direct execution of binary via dynamic linker
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Fapolicyd Analyzer
● New GUI
● Trust management
● Audit/Syslog events analyzer
● Python/Rust
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Fapolicyd Analyzer
● New GUI
● Trust management
● Audit/Syslog events analyzer
● Python/Rust
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Thank You!

● rsroka@redhat.com
● https://github.com/radosroka
● https://github.com/linux-application-whitelisting/fapolicyd
● https://github.com/ctc-oss/fapolicy-analyzer

Feel Free To Contribute!
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